















that	 assume	 that	 services	 are	 developed	 and	 deployed	 on-premise	 are	 not	 suitable	 for	 hybrid	 cloud	
environments,	where	a	significant	part	of	enterprise	applications	is	delivered	in	the	form	of	cloud	services	










of	 cloud	 services,	 end-user	 organizations	 no	 longer	 control	 the	 entire	 service	 System	 Development	 Life	
Cycle	 (SDLC)	 and	 rely	 on	 cloud	 service	 providers	 to	 ensure	 the	 quality	 and	 availability	 of	 enterprise	
applications.	 The	 traditional	 service	 SDLC	 assumes	 that	 services	 are	designed,	 implemented,	 provisioned	
and	deployed	on-premise,	and	that	end-user	organizations	manage	the	operation	and	evolution	of	services.	
This	 approach	 is	 no	 longer	 suitable	 in	 situations	 that	 involve	 hybrid	 clouds	 where	 a	 significant	 part	 of	
enterprise	 applications	 is	 delivered	 in	 the	 form	 of	 cloud	 services	 by	 cloud	 service	 providers	 [4].	 The	
traditional	service	SDLC	needs	to	be	extended	to	address	issues	that	include	the	identification,	monitoring	
and	management	of	cloud	services.	The	life	cycle	must	support	the	selection	of	cloud	services	that	satisfy	
application	 requirements	 from	 a	 large	 range	 of	 services	 offered	 by	 various	 providers	with	 different	 cost	
models	 and	 QoS	 (Quality	 of	 Service)	 attributes.	 Another	 area	 that	 needs	 to	 be	 addressed	 includes	
monitoring	and	management	of	cloud	services	at	runtime	to	maintain	operational	continuity.	 	
In	 our	 earlier	 work	 [5]	 [6],	 we	 argued	 that	 the	 use	 of	 cloud	 services	 in	 enterprise	 applications	
necessitates	 re-assessment	 of	 the	 SOA	 paradigm,	 and	 in	 particular	 the	 service	 SDLC.	We	 have	 identified	
differences	 between	 service	 provider	 and	 service	 consumer	 SDLC	 cycles	 and	 described	 the	 service	
consumer	 SDLC	 phases	 in	 detail.	 We	 have	 also	 proposed	 a	 design	 of	 service	 repository	 to	 support	 the	







Cloud	 system	 development	 is	 an	 active	 research	 topic	 today.	 To	 encourage	 the	 improvement	 of	 cloud	
enterprise	system,	Schmidt	[7]	proposed	a	cloud	enterprise	system	lifecycle	which	contains	of	five	phases:	
Service	 Integration,	 Resource	 Import,	 Service	 and	 Resource	 Configuration,	 Operation,	 and	 Service	




Development,	 Implementation,	Operation,	and	Destruction.	Breiter	and	Behrendt	 [9]	present	a	 five-phase	
life	cycle	(Definition,	Offering,	Subscription	and	Instantiation,	Production	and	Termination)	and	discuss	the	




Negotiation,	 Composition,	 and	 Consumption.	 Schneider	 and	 Sunyaev	 [11]	 develop	 a	 life	 cycle	 framework	
named	CloudLive	which	combines	both	cloud	computing	and	 inter-organizational	 characteristics.	The	 life	




deliver	 greater	 adaptability	 for	 dynamic	 business	 needs,	 significant	 operational	 efficiencies,	 and	 lower	
overall	 costs.	 Finally,	 Kohlborn,	 et	 al.	 [15]	 present	 a	 generic	 business	 and	 software	 service	 life	 cycle	 and	
align	it	with	the	common	management	layers	within	the	organisation.	
Most	 of	 the	 research	 dealing	 with	 the	 cloud	 service	 life	 cycle	 reviewed	 in	 this	 section	 focuses	 on	
provider-side	SDLC	and	proposes	methods	and	procedures	that	aim	to	assist	service	providers	(or	service	
brokers)	 to	 successfully	 deliver	 cloud	 services	 to	 consumers,	 and	 do	 not	 address	 important	 issues	 that	
service	 consumers	 face	 in	 hybrid	 cloud	 environments.	 Our	 focus	 is	 on	 service	 SDLC	 for	 hybrid	 cloud	





In	 traditional	 SOA	 environments	 the	 system	 development	 life	 cycle	 focuses	 on	 the	 implementation	 of	
on-premise	services.	In	cloud	context,	enterprise	applications	consume	externally	provided	cloud	services	
that	are	 the	subject	of	autonomous	service	provider	 life	cycles	with	service	providers	responsible	 for	 the	
implementation	 and	 reliable	 operation	 of	 services.	 Service	 consumers	 are	 primarily	 responsible	 for	 the	
selection	of	suitable	services,	integration	of	cloud	services	into	their	enterprise	applications,	and	ensuring	
the	continuity	of	operation	at	runtime.	We	have	identified	the	following	five	phases	of	the	SDLC	for	hybrid	






that	 a	 given	 service	 needs	 to	 fulfill	 and	 serves	 as	 a	 reference	 for	 judging	 available	 design	 alternatives.	 A	
software	requirement	specification	is	the	first	detailed	documentation	of	the	desired	behavior	of	a	software	




that	 contains	 all	 functional	 (service	 operations,	 inputs	 and	 output	 parameters,	 etc.)	 and	 non-functional	
requirements	(throughput,	response	time,	availability,	etc.)	that	the	software	developer	needs	to	design	and	
implement	 the	 service.	 It	 is	 important	 that	 non-functional	 parameters	 are	measurable	 so	 that	 candidate	
cloud	 services	 can	 be	 matched	 against	 the	 requirements	 (e.g.	 the	 throughput	 requirement	 could	 be	
expressed	 as	 the	 percentage,	 e.g.	 95%	 of	 transactions	 processed	 in	 less	 than	 10	 seconds).	 The	 QoS	
requirements	 are	 used	 in	 later	 SDLC	 stages	 to	 identify	 a	 suitable	 design	 and	 play	 an	 important	 role	 in	
determining	the	efficiency	and	adaptability	of	the	system.	 	
3.2. Service	Identification	
Service	 Identification	 (phase	 2)	 is	 constrained	 by	 the	 functional	 and	 non-functional	 requirements	
documented	 in	 the	 requirements	 specification	 phase.	 Firstly,	 the	 functional	 requirements	 of	 candidate	
services	are	matched	against	the	RFS,	and	the	nonfunctional	requirements	(i.e.	availability,	response	time,	
security,	 cost,	 etc.)	 are	 considered	 for	 each	 candidate	 service.	 The	 service	 identification	 phase	 starts	 by	
attempting	 to	 identify	 suitable	 services	 in	 the	 enterprise	 service	 repository	 (i.e.	 already	 certified	 and	
documented	 services).	 If	 the	 service	 repository	 does	 not	 contain	 any	 suitable	 services,	 then	 the	 search	








in	 business	 value.	 The	 design	 activities	 are	 dependent	 on	 the	 specific	 type	 of	 service	 and	 may	 vary	
according	to	a	service	delivery	strategy.	 	
Service	design	forms	the	input	for	the	Implementation	phase	(phase	2.2)	that	includes	activities	related	to	
the	 realization	 of	 the	 services	 based	 on	 the	 detail	 design	 developed	 during	 the	 previous	 phase.	 Services	







Service	 Deployment	 phase	 (phase	 2.4)	 involves	 registering	 services	 in	 the	 service	 repository,	
determination	of	 access	 rights,	 pricing	models,	 and	 specifying	details	of	 the	 corresponding	SLAs	 (Service	
Level	Agreements).	 	
3.3. Service	Integration	
The	main	SDLC	cycle	continues	with	 the	 Integration	phase	(phase	3).	This	phase	 involves	 the	design	of	




the	 enterprise	 system,	 the	 service	 consumer	 needs	 to	 review	 the	 SLA	 that	 defines	 service	 interfaces,	






of	 services	 during	 runtime.	 Monitoring	 the	 service	 behavior	 is	 very	 important	 in	 order	 to	 maintain	 the	
service	performance,	validation,	and	integrity.	Monitoring	data,	 including	response	time,	results	of	service	
invocations	 (i.e.	 error,	 invalid	or	 success	 states)	 and	 response	messages,	 is	 stored	 in	 service	 logs.	 Service	
logs	 are	 analyzed	 to	 calculate	 the	 actual	 performance	 attributes	 of	 the	 services	 such	 as	 availability	 and	
response	 time.	Using	 these	performance	attributes,	 enterprise	 system	performance	can	be	measured	and	




can	 be	 done	 by	 replacing	 existing	 services	 with	 new	 service	 versions	 as	 these	 become	 available,	 or	 by	
identifying	an	alternative	cloud	service	from	a	different	provider	with	identical	functionality.	Alternatively,	
business	processes	can	change	 to	optimize	overall	 system	performance.	At	 the	 technological	 level	 service	
workflows	can	be	re-configured	in	order	to	improve	system	performance	or	to	reduce	the	overall	cost.	For	
example,	in	the	Payment	Workflow,	the	payment	service	PayPal	could	be	replaced	by	the	SecurePay	service	










modeling	 technology.	We	 use	 the	 prototype	 system	 to	 design	 and	 implement	 a	 conference	management	
application	 that	 contains	 five	 sub-systems:	Contributions,	Subscription,	Statistic,	Conference	Management	
and	 an	 Online	 Portal.	 In	 addition	 to	 on-premise	 services,	 the	 applications	 are	 utilizing	 numerous	 cloud	
services,	including	payment	services,	storage	services,	and	travel	services.	The	prototype	platform	supports	
hybrid	 service	 life	 cycle	 described	 in	 the	 previous	 section;	 the	menu	 options	 on	 the	 top	 of	 the	 screen	 in	
Figure	2	enable	input	of	information	for	the	individual	SDLC	phases.	 	 	
During	 the	 requirements	 analysis	 phase	we	 specify	 the	 enterprise	 applications	 using	 a	 number	 of	RFS	
specifications.	 An	 example	 of	 Online	 Payment	 RFS	 for	 the	 Subscription	 subsystem	 is	 shown	 in	 Figure	 3.	
Using	 this	 information	 we	 can	 search	 the	 service	 repository	 matching	 functional	 and	 non-functional	
requirements.	 Cloud	 services	 are	 divided	 into	 different	 service	 categories	 or	 service	 domains:	 Security,	
Payment,	 Storage	and	Travel.	The	 search	 function	queries	 the	 service	 repository	matching	QoS	attributes	
such	 as	 availability,	 response	 time,	 cost	 and	 capacity	 to	 identify	 suitable	 candidate	 services.	 The	 QoS	
attributes	 are	 computed	 from	data	 collected	during	 the	monitoring	phase.	 Following	 the	 identification	of	
services,	 workflows	 are	 configured	 to	 implement	 the	 desired	 business	 functionality	 and	 to	 maximize	
availability	and	performance	using	redundant	replacement	services.	During	 the	service	monitoring	phase	
the	 system	 continuously	 analyses	 information	 recorded	 in	 service	 logs	 and	 notifies	 application	
administrators	 about	 service	 outages	 and	 reduced	 availability.	 This	 information	 is	 also	 used	 to	 support	
service	 optimization	 at	 run-time	 and	 to	 ensure	 that	 the	 nonfunctional	 requirements	 (e.g.	 availability,	
response	 time,	 etc.)	meet	 the	 requirements	 specification.	 For	 example,	 the	monitoring	 data	may	 indicate	
that	the	availability	of	the	Online	Payment	service	is	99.5%;	significantly	less	than	99.9%	as	specified	in	the	






from	 the	 traditional	 SOA	 life	 cycle	 to	 take	 account	 of	 the	 situation	where	 a	 significant	 part	 of	 enterprise	
infrastructure	and	applications	is	delivered	in	the	form	of	cloud	services.	The	hybrid	SDLC	consists	of	five	
main	 phases	 (Requirements	 Specification,	 Service	 Identification,	 Service	 Integration,	 Service	 Monitoring,	
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